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LEGAL DISCLAIMER:

This project has received funding from the European Union's Horizon Europe research and innovation
program under Grant Agreement No. 101147312 (SAGELI) and the involvement in No. 101104022
(Battery 2030 CSA3).



Views and opinions expressed are however those of the author(s) only and do not necessarily reflect
those of the European Union or CINEA. Neither the European Union nor the granting authority can be

held responsible for them.



EXECUTIVE SUMMARY

SAGEL.i project will be compliant with national and EU legislation within the area of personal

data. This deliverable provides an explanation on how the project will handle personal data.
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1. INTRODUCTION

The SAGELi consortium is committed to ensuring GDPR compliance. Three aspects of the

project will require collecting and managing personal data.

. Firstly, E-Mobility Europe, as WP7 leader will collect personal data for dissemination,

communication and networking beyond the consortium.

. Secondly, CEA, as Project Coordinator & Project Manager, will be responsible for

maintaining the partner contact database for overall project management.

. Thirdly, LOMARTOV, as WP6 leader, will collect personal data for sustainability

assessments

This next section summarises the type of data that will be collected. The relevant GDPR

policies are provided in the annexes of this deliverable.

2. TYPES OF DATA COLLECTED

2.1. Personal Data for Communication, Dissemination and
Networking

In order to build the contact database for SAGELi (WP7), E-Mobility Europe will collect
personal contact data. E-Mobility Europe confirms that all of the data intended to be
processed are relevant and limited to the purposes of the research project (in accordance
with the ‘data minimization principle’ of the GDPR regulation). The purpose is to ensure the

dissemination, replication and broad uptake of the project results. The personal data will be

limited to:
. Name (mandatory)
. Organisation (mandatory)
. Title (mandatory)
. Email address (mandatory)
. Telephone number (optional)

E-Mobility Europe confirms that it has appointed a Data Protection Officer (DPO), Danielle

Kutka. The DPO can be reached to the following email address: d.kutka@emobilityeurope.org,



mailto:d.kutka@emobilityeurope.org

it will be provided on the website and in all newsletters and invitations to events, so that all

data subjects involved in SAGELI can request that their data be erased.

For further processing of previously collected personal data, E-Mobility Europe has lawful
basis for the data processing and the appropriate technical and organizational measures are
in place to safeguard the rights of the data subjects. Detailed information on the informed

consent procedures in regard to data processing are kept on file by E-Mobility Europe.

A description of the technical and organisational measures that will be implemented to
safeguard the rights and freedoms of the data subjects can be found below and in E-Mobility

Europe’s GDPR policy in Annex 1 below.
Regarding informed consent, the following cases apply.
A data subject can sign-up to be added to the SAGEIi contact list via the SAGELI website.

When E-Mobility Europe shall receive the contact information from an interested entity, the
link to the informed consent form will be sent by email to the data subject. If no consent is
received from the contact, then the contact details will not be saved or used by E-Mobility

Europe. Indeed any information about SAGELI project will be sent to the subject’s contact.
SAGELI's Informed consent form will include the following information:
If you would like to join the SAGELI Community, please provide your:

Last name

First name

Professional telephone numbers

Professional email address

Employer entity

Job title
Please specify for which purpose you consent to be contacted:

To receive the SAGELI newsletters

To be invited to SAGELI annual workshops



. To be contacted by a SAGELI partner in order to discuss project results and

possible collaborations individually.

Anyone who has communicated personal data to E-Mobility Europe has the following rights

over it:

. The right of access, modification or rectification

. The right to erase the data (right to be forgotten), a right to limit processing and a
right to object to processing in the cases provided for by the regulations in force

. The right to define directives relating to the fate of his personal data after his death

. The right to the portability of the raw data transmitted to the cluster

. The right to file a complaint with the competent authority (for example, the CNIL in
France)

. The right to object to the receipt of newsletters, emails or invitations.

These rights must be exercised under the conditions provided for by the regulations in force.
In particular, proof of identity may be requested. These rights can be exercised by preferably

sending an e-mail request to d.kutka@emobilityeurope.org or via post to the following

address:

E-Mobility Europe
Rue Joseph |1 36/38
1000 Bruxelles

Belgium

Unless you request that your data be erased, then collected data will be stored for the
minimum period of time necessary for the purposes described in the consent form or at least
for the duration of the project plus one year. After this period, collected data will be removed

from the database.
Regarding the storage, correction, use and erasing of personal data in the scope of SAGELLI:

Personal data handled by E-Mobility Europe within the scope of SAGELI will be
collected, stored and processed only within E-Mobility Europe’s partner
relationship management tool, Excel files located on E-Mobility Europe’s internal

servers only accessible with an E-Mobility Europe computer, which is a GDPR-
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compliant and secure tool. Password protected access is limited to E-Mobility
Europe staff, the service provider, E-Mobility Europe’s website developer and the
SAGELI website developer.

. If a data subject requests that their data be corrected, E-Mobility Europe will correct
the data in the CRM.

. If a data subject requests that their data be erased, E-Mobility Europe’s DPO will

erase the data subject in the Excel files.

. The voluntary forms on SAGELI’'s website will feed personal contact data and the
purpose for which E-Mobility Europe has the right to use the contact data to E-
Mobility Europe’s Excel files.

. The Newsletters and invitations to SAGELI events will be sent only to those
contacts having given consent for each type of emailing, through Sendblaster

platform compliant with GDPR rule.

. Each emailing will offer the possibility to cancel the subscription to that type of
emailing or to request corrections / erasure by sending an email to
info@SAGELi.eu

2.2. Personal Data for overall project management

CEA, as project coordinator, will have to maintain and up-date the partners contact list for
daily operational management and strategic decision making (WP1). CEA has created an
online, shared project space for collaborative work and has set up a secure repository for
maintaining the partner contact database for overall project management. To this end, CEA
will collect email address, phone numbers, names, positions and names of employers for both
the shared online space and contact lists for partners. The Data Policies of CEA are found in

Annex 2.

2.3. Personal Data collecting for Techno-economic analysis,
Environmental Life Cycle Assessment, Social Life Cycle
Assessment

LOMARTOV, as SAGELi work package leader (WP6) will have to collect personal and
confidential data of the consortium members and stakeholders to undertake the tasks

planned in their WP.
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. For undertaking the Techno-economic analysis, TEA (Task 7.1), the Environmental
Life Cycle Assessment, LCA (Task 7.2) and the Social Life Cycle Assessment, s-LCA (Task
7.3.), LOMARTOV will use professional databases such as Social Hotspot Database and
Ecoinvent, for which they already have an authorisation. In addition, LOMARTOV will collect
data from the members of the consortium to perform these analyses. In this case, data
protection and confidentiality are covered by the Grant Agreement and the Consortium
Agreement. If a member of the consortium wishes to have a Non Disclosure Agreement
(NDA)/Consent form, LOMARTOV is ready to sign it, and if these analyses involve collecting
data from an entity or a department outside of the consortium, they are also ready to sign a

Non Disclosure Agreement (NDA)/consent form.

. The stakeholder analysis (Task 7.3: Social sustainability: Responsible R&I, acceptance
& awareness) will involve collecting the following data including contact details: name,
position, email address, name of company/organisation they work for and type, relevance to
SAGELI framework. This data will remain within the consortium, will be GDPR compliant and

will not be disseminated publicly without the formal consent of the participants.

Where needed and to complement the social LCA and the stakeholder analysis above, a quick
survey may be undertaken. The results of this survey will be anonymised and will not disclose

any type of confidential data or personal data of the participants.

Any personal data that will be collected and processed for undertaking all the activities
described above will remain within the consortium and will not be disseminated publicly

without the formal consent of the participants.

And any activity undertaken in the framework of the tasks described above will be GDPR

compliant.

The deliverables that will be generated by the tasks described above, particularly those with

a public dissemination level, will not disclose personal data.
2.4. Partners data protection policies and DPOs
The partners data protection policies can be found in the annexes 1to 13

Partners Data Protection Officers (DPQOs) are listed in Table 1

Participant n° Partner entity DPO name




1 CEA Laure Flamand de Lestapis
Laure.FLAMAND-DE-
LESTAPIS@cea.fr
2 UMICORE data_protection@umicore.com
3 ARKEMA dataprotection@arkema.com
4 FZJ Frank Rinkens
5 CIDETEC dpo@datcon-norte.com
6 CIDECELL N/A
7 ClCe dpd@cicenergigune.com
8 LOMARTOV Lorena Romero
9 CNRS Gilles Mendy
10 E-Mobility Danielle Kutka
Europe
d.kutka@emobilityeurope.org
11 PAF N/A
11.1 FCSI N/A
12 SEPC XXX
3. ANNEXES

3.1.

Annex 1: CEA GDPR policy

The CEA, coordinator of SAGELI, is a key player in bringing research to industry, especially in
low carbon energies. It has extensive experience in thermal storage for various applications
and temperature ranges. CEA owns a platform used to design, test and validate innovative

energy storage concepts.

To this end, CEA collects and processes certain personal data concerning its members,
partners and other contacts for professional purposes. CEA attaches the utmost importance
to respecting and protecting the privacy and personal data of its contacts as well as to
respecting the regulations in force. The data processing by CEA is carried out according to

the methods described below.
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3.1.1. Aim and Nature of the collected data
CEA’s members

The CEA collects personal data concerning its members via the membership form, the
member’s area of CEA's website, registration for events and subscription to newsletters. This
information is collected as part of the management of the organism and the fulfilment of its

missions, namely: coordination and management.

The data collected are:

. Last name,

. First name,

. Professional telephone numbers

. Professional email address,

. Employer entity,

. Job title.

. These personal data are used to :

. Manage the organism and its general functioning (memberships, etc.),
. Manage event registrations,

. Manage subscriptions to newsletters,

Carry out satisfaction surveys and polls,

Manage the contacts file in the CRM,

Connect members with potential partners,

Send confidential access codes to the CEA site extranet.

This data processing is based on the execution of a membership contract, the respect by the
pole of its legal obligations as well as its legitimate interests for the purposes of the exercise
of its activity and the achievement of its objectives as a competitiveness cluster. In case of

refusal to provide the necessary information, the structure will not be able to join the cluster.



Non members

The CEA may collect personal data concerning its contacts, suppliers, partners and

institutions, in particular the following data:

. Last name,

. First name,

. Professional telephone numbers
. Professional email address,

. Employer entity,

. Job title.

This information can be collected in the different cases listed below:

. Voluntary registration for the organism newsletter or for other newsletters prepared

by the organism.

. Complete entry of contact details in a form on CEA’s website or any other website

administered by CEA (contact, registration, etc.),
. Exchanges between the organism and the person concerned by telephone or e-mail,
. Sending a request for consents by e-mail.
The purposes of the processing of the personal data are as follows:
To restore the information requested by the data subject if necessary,

To manage the file of contacts, prospects and partners in the Partner Relationship

Management Tool,
. To send invitations to events, webinars, activities and events,
. To send communications and information concerning the cluster’s activities.

. The processing is based on the execution of a contract for services provided to
companies and the organization of events, demonstrations, the respect by the pole of its legal
obligations as well as its legitimate interests for the purposes of the exercise of its activity
and achieving its goals. In case of refusal to provide the necessary information, the structure

will not be able to benefit from the organized activities and information sent by the pole.



3.1.2. Use of data by CEA

Personal data is subject to processing by the organism for the purposes explained above. The
CEA undertakes not to use personal data for any other purpose, or to transmit it to third parties,
except in the cases provided for in this data management policy. The CEA may be required to
communicate personal data processed to third parties, at the request of a judicial,
administrative or public authority, in the context of compliance with a legal obligation or
further to a judicial or administrative decision. Personal data may be communicated by the
cluster to its administrators, staff, suppliers and partners. The CEA division takes all
necessary measures to require these recipients and subcontractors to comply with applicable

regulations.

Personal data is kept for the purposes explained above for the time necessary to achieve

these purposes.

. Personal data collected for the execution of a contract or legal obligations are archived
for the duration envisaged by the said legal obligation and for the duration necessary for the
observation, the exercise or the defense of a legal claim, equivalent to the limitation period

applicable to the obligations between the division and the person concerned.

. The personal data used for the purposes of managing the contact file are kept for a

period of three years from the last contact between the pole and the person concerned.

The CEA makes every effort to store and archive this personal data under appropriate security
conditions in compliance with the applicable provisions, according to current technical

means.

What rights do subjects have to the personal data
communicated?

Anyone who has communicated personal data to CEA has the following rights over it:
The right of access, modification or rectification,

The right to erase the data (right to be forgotten), a right to limit processing and a right

to object to processing in the cases provided for by the regulations in force,
. The right to define directives relating to the fate of his personal data after his death,

. The right to the portability of the raw data transmitted to the cluster,



. The right to file a complaint with the competent authority (for example, the CNIL in

France),
. The right to object to the receipt of newsletters, emails or invitations.

These rights must be exercised under the conditions provided for by the regulations in force.
In particular, proof of identity may be requested. These rights can be exercised by sending e-

mail request to CEA’s DPO at dpd@cea.fr or via post to the following address:
CEA

Batiment le Ponant

25 rue Leblanc

75015 Paris

Hypertext Links and cookies

Le website www.cea.fr, as well as any website prepared by CEA, contains a number of
hypertext links to other sites. However, CEA does not have the possibility to check the content
of the sites thus visited, and therefore will not assume any responsibility. The user should
inquire about the privacy and practices of these sites before sending any personal information

to them.

The www.cea.fr website, as well as any website that CEA prepares, uses cookies, but it may
also use third-party technologies to present a better display and certain services, in particular
to track audiences. The user is informed that, during his visits to the website, a cookie can be
automatically installed on his browser software. The cookie is a block of data which does not
identify the user but is used to record information relating to the browsing of the latter on the

website. These are mainly used to study and optimize the user experience on the website.

When visiting, the www.cea.fr website, as well as any website that CEA prepares, the user will
be informed upon connection to the website that the website uses cookies. Before gaining
access to the page, the user will be given the choice between accepting cookies and learning
more. If the user requests to learn more, he or she will gain access to a summary of the GDPR

policy of CEA and will be given the choice between:

. Essential and strictly necessary cookies — These are cookies essential for the proper
functioning of the site and strictly necessary for the provision of a service that the user has

expressly requested. These essential cookies make it possible to memorize from one page



to another the information that a user communicates to the website during his/her navigation,
for example the language of use.

. Site audience analysis cookies — They allow CEA to establish anonymous statistics of

visits to the pages of its site in order to improve its ergonomics and content.

3.2. Annex 2: UMICORE GDPR policy

Please check Umicore Website: Start | Umicore



https://www.umicore.com/en/privacy-and-cookie-notice/start/

3.3. Annex 3: ARKEMA GDPR policy

Please check Arkema website : https://www.arkema.com/global/fr/arkema-group/ethics-and-
compliance/data-privacy-information-notice/

3.4. Annex 4: FZJ GDPR policy

DECLARATION OF CONFORMITY WITH REQUIREMENTS OF REGULATION (EU) 2016/679 OF
THE EUROPEAN PARLIAMENT AND OF THE COUNCIL OF 27 APRIL 2016 ON THE
PROTECTION OF NATURAL PERSONS WITH REGARD TO THE PROCESSING OF PERSONAL
DATA AND OM THE FREE MOVEMENT OF SUCH DATA, AND REPEALING DIRECTIVE 95/46/EC
(GEMERAL DATA PROTECTION REGULATION)

To whom it may concern, June 2023

We declare that our company has implemented measures that correspond to the requirements of
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 35/46/EC (General Data Protection Regulation), hersinafter the
“‘GDPR"

These measures include:

*  Secure handling of personal data with which we can come into contact as a part of any
provigion of services.

* Ensuring the continuous trustworthiness, integrity and availability of the information systems
we use to provide services with.

+ The ability to perform timely recovery of the availability of personal data processed as a part of
services and access to them in the event of a physical or technical security incident in our
information systems.

* |nour organization a set process for informing subject data or partners in the eventof a
breach of the protection of personal data with which we could come into contact as a part of
the provision of services.

= The ability, through appropriate measures, to respond to a request for the exercise of rights by
a perzonal data subject (Chapter Ill of the GDPR).

* A set process of regular assessment of the effectiveness of technical and organizational
measures to ensure the security of personal data processed in our company.

+ Constant Training & Awareness initiatives on data security as well-trained employees are vital
to the continued compliance of the GDPR

We take the privacy and security of individualz and their personal information very seriously and take
every reasonable measure and precaution to protect and secure the personal data that we process.
We have robust policies and procedures in place to protect personal information from unauthornzed
access, alteration, disclesurs or destruction and have several layers of security measures

If you have any questions how we met the demands of the GDPR, please contact the appointed Data
Protection Officer.

Frank Rinkens
CISOT-Sicherheitsbeauftragter. CISM & DPO/Datenschutzbeaufiragter
Forschungszentrum Juslich GmbH/Projektrager Jalich

DSBE@fz-juelich.de
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Technical and organizational measures within the meaning of the General 9 JULICH
Data Protection Regulation (GDPR): General part FZJ Forachungazentrum

Technical and Organisational Measures DPO
in accordance with the EU General Data Protection Regulation (GDPR) (04/2018) lJune 2023

1. Confidentiality (Art. 32 Abs.1 lit. b GDPR)

1.1.Physical Access Control Mo unauthorised access to Data Processing Faciliies, =.g.: magnetic or chip cards. keys, slectronic
door openers, facility security services and/or entrance security staff, alarm systems, video/CCTV Systems

Limited access to office buildings, reception checks, visifor logging, security locks, transponder system for building
laccess, additional limitation of access fo rooms with data processing equipment insids the building.

1.2. Electronic Access Control Mo unauthorised use of the Data Processing and Data Storags Systems, g (secure) passwords,
automatic blocking/locking mechanisms, two-factor authentication. encryption of data carriers/storage media

Lise of personal user accounts, user authentication by means of user ID/password, guidelines for handiing passwords
and password quality, use of a central network firewall, use of a web proxy for access to the Intemnet, infrusion detection
system in the internal network, VPN access fo implement remote access, client systems meet minimum securty
istandards {current antivirus software, operating system updates, host firewall sef)

1.3. Internal Access Control (pemissions for user rights of access to and amendment of data) Mo unauthorised Reading. Copying,
Changes or Deletions of Data within the system, =.g. rights authorisation concept, need-based rights of access. logging of
system access events

Limitation of access to personal data to the most necessary minimum through differentiated access authorsations, e.g.
for nefwork releases {access on the basis of specialist task, hierarchical position of the user), central administration of
laccess rights by system administrators, instructions for implementing a “clean desk policy™ for users (prescribing tidy
desks at the end of service), Sforage of paper documents with personal data in lockable cabinets, use of a system lock
with password protection on user worksiations (screen saver switches on after 10 minutes of inacfivity, password must
be entered), basic minimisation of the access rights of individual users through "Least Privilege” principle (e.g.For
example, users are usually set up without administrative rights), password quality guidelines (sirong passwords), their
lown Windows domain structure | separated from the rest of the research cenfre and with their own file servers, e-mail,
backup system, efc... Disposal of data carriers according fo BSI sfandard {delstion by overwriting) or disposal by
external service providers, secure sforage of backup media (safe), electronic storage of personal data in data
lorocessing sysfems at all locations (Jifich, Berlin, Rostock, Bonn).

1.4. Isolation Control The isclated Processing of Diata, which is collected for differing purposes, e.g. multiple Client support,
sandboxing:

Uize of clieni-capable soffware systems, authorization concept for user data access based on technical task and
hierarchy level with minimization of access nghts, functional separation of testproduction..

1.5. Pseudonymisation (Article 32 Paragraph 1 Point 3 GDPR: Anticle 25 Paragraph 1 GDFPR) The processing of personal data in
such a method'way. that the data cannot be associated with a specific Data Subject without the assistance of additional
Information, provided that this additional information is stored separately, and is subject to appropriate technical and
organisational measures.

Subject fo the criticality level of data that is fransmitted or processed.

2. Integrity (Art. 32 Abs.1 lit. b GDPR)




Technical and organizational measures within the meaning of the General o JULICH
Data Protection Requlation (GDPR): General part FZJ i

E.‘l Data Transfer Control Mo unauthorised Reading. Copying. Changes or Deletions of Data with electronic transfer or transport,
.g.: Encryption, Virtual Private Networks (VPM). electronic signature;

Network connection of branch offices via encrypted VPN connections, client mail encryption with own X509
certificates possible, physical fransport of written documents between branch offices in closed containers via own
courier service.

Transfer of Data info Non-EU-Countries will be documented in line with GDPR or managed by Standard Contractial
Clauses in projects betweenn Data Exporter and Data Importer.

2 2 Data Entry Control Verification, whether and by whom personal data is entered into a Data Processing System. is changsd or
delet=d, =.g.: Logging. Document Management

IFersonal accounts with logging of accesses, process management with details of responsibilities in accordance with the
quality management manual.

3. Availability and Resilience (Art. 32 Abs.1 lit. b GDPR)

3.1 Availability Control Prevention of accidental or wilful destruction or loss. 2.g.: Backup Strategy (online/offline; on-site/off-site),
Uninterruptible Power Supply (UPS), virus protection. firewall. reporting procedures and contingency planning

Equipping rooms with central data processing systems with uninterruptible power supplies, air conditioning, fire and
lsmoke detectors, fire extinguishers; reguiar backups with separate, secure storage of backup media, data recovery
tests (a target availability of 99% from the qualify manual is achieved regularly), Windows domain with distributed
domain controllers in vanous offices

3.2 Rapid Recovery (Article 32 Paragraph 1 Point ¢ GOPR) (Article 32 Paragraph 1 Point ¢ GDFR)

Equipping rooms with central data processing systems with uninterruptible power supplies, air conditioning, fire and
lsmoke detectors, fire extingwishers; reguiar backups with separate, secure storage of backup media. data recovery
tests (a target availability of 99% from the qualify manual is achieved regularly), Windows domain with distributed
domain controllers in vanous offices-

IT-Security Policy & Data Privacy Management Concept in place

4. Procedures for regular testing, assessment and evaluation
(Art. 32 Abs.1 lit. d GDPR; Art. 25 Abs. 2 GDPR)

4.1 Data Protection Management ( to ensure lawfulness, faimess and transparency, purpose limitation, data minimization,
laccuracy and storage limitation)

IT-Security Policy & Data Privacy Management Concept in place
42 Incident-Response-Management

IT-Security Policy & Data Privacy Management Concept. CERT Team and IT Securify Management Team.

4.3 Data Protection by Design and Default (4nicle 25 Paragraph 2 GDFR

IT-Security Policy & Data Privacy Management Concept in place

4.4 Order or Contract Control Mo third party data processing as per Article 28 GDPR without corresponding instructions from the
Client, &.g.: clear and unambiguous confractual arrangements, formalised Order Management. strict controls on the selection of
the Service Provider, duty of pre-evaluation, supenisory follow-up checks.

Regular reports and jour fix with representatives of the client, quarterly reports to the client, obligation of PTJ
empioyees fo dala secrecy in accordance with Art. 5 GDPR and other secrecy reguiations.




Technical and organizational measures within the meaning of the General o JULICH
Data Protection Regulation (GDPR): General part FZJ Farkat g AT el
IThe Technical and Organisational Measures are subject to technical progress and further development. In this respect,

it iz permissible to implement altemative adequate measurss. In 2o doing, the security level of the defined measures
must not be reduced. Substantial changes must be documented.

Forschungzzentrum Jilich will inform the clients/pariners about significant changes regarding the Technical and
Organisaticnal Measurss.

Data Privacy Officer of Forschungszentrums Jalich GmbH:
Forschungszentrum Jilich GmbH 52425 Jilich

DPO

Frank Rinkens

E-kail: DSBi@fzjuelich.de

Tel.: +40 2481 61 8005

IAttachments (the following documenis/copies
have besn added:




Forschungszentrum

Technical and organizational measures within the meaning of the “ JﬂLl CH
General Data Protection Regulation (GDPR): Special part FZJ/JSC
(Status: 10/2024)

1. Risk Assessment

FZIWISC has analyzed the risks associated with the specified processing of data, in particular
risks of deletion, breach, manipulation and/or unauthorized access and/or transmission.

* Unintentional deletion is prevented by a site backup policy for all data on the parallel
POSIX file systems accessible to the HPC systems, with the exception of $SCRATCH.
Further information on backup policies can be found at hittps:.apos fz-

R : / i s

The backup policy does not apply in the cloud environment operated by the ISC, where
users are responsible for their own backups. If necessary, access is granted to the
backup environment of the HPC systems.

* The risk of manipulation andfor unauthorized access andfor unauthorized transmission
is minimized by implementing strict access guidelines on a project and user basis.
Information on user administration and access restriction can be found at
This strict separation, particularly on a project basis, also applies in the cloud
environment.

* |dentified risks in connection with the intended data processing are assessed and
documented (probability, severity, vulnerabilities, issues, legal consequences, etc.)

* T security policy & data privacy management are in place

Data protection management: The processing of personal data is generally possible on the JSC's
HPC and cloud infrastructure in accordance with the General Data Protection Regulation
(GDPR). Further information and a contact form can be found at https/wew f2-
juelich.de/en/ias/isc/services/data-services/processing-personal-data-on-jscs-infrastructure

* The Principal Investigators (Pls) of data and computing time projects are obliged to
ensure compliance with the GDPR

* An established data protection team {DPT) checks and supports compliance with the
GDPR requirements

* An addendum to the standard user agreement, in which appropriate data protection
measures are defined where necessary, must be signed by the Pl before the start of the
project.

2. Measures

The technical and organizational measures that FZJ/ISC implements in accordance with the
GDPR [https:/fgdpreuwtag/gdpr/) include in particular:

2.1 Confidentiality (Article 32(1)(b) GDPR)
2.1.1 Access Control {physically)

Mo unauthorized access to the data processing systems, e.g.: Magnetic or smart cards, keys,
facility security services andfor security personnel at the entrance, door sensors that send open
door information to security.

This is achieved in particular through a physical access policy:

Unauthorized physical access to data processing facilities is prevented or made very difficult by
the following measures:
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= Access tothe research center, where the data processing facilities are located, is

restricted (staff and invited/registered guests only).

* Asitisaformer nuclear research site, the research center is surrounded by a fence and
is constantly guarded by security personnel.

+= Either a physical key or a chip card is required for access to the machine room and thus
to the data processing systems.

* Outside office hours, there is limited access to the office buildings.

* Transponder system for access to the buildings.

* The use of electronic keys and tokens is logged. This makes it possible to trace which
person opened which lock at what time.

* Additional access restriction to rooms with data processing systems within the building.

Forschungszentrum

2.1.2 Access Control (electronically)

Unauthorized use of the data processing and data storage systems is made very difficult or
virtually impossible by means of suitable mechanisms.

This is achieved in particular by:

& Use of personal user accounts.

* User authentication via command line (SSH) via public-private key procedure, optionally
additionally secured via multi-factor authentication.

* User authentication via web interfaces via user name/password, additionally secured by
increasing use of multi-factor authentication.

= No anonymous access to the systems, unless this is explicitly desired for the provision of
a service (service accounts). In this case, the holder of the service account is obliged to
log access and the identity of those accessing the system.

* Use of a central network firewall to monitor and prevent denial of service or brute force
attacks, among other things.

= Use of local network firewalls to prevent unwanted network access.

* File changes on service and login nodes of the HPC systems are monitored and logged to
prevent manipulation. This is limited to local files and does not apply to the remote
parallel file systems.

= Login attempts to service and login nodes of the HPC systems are logged and stored on
external servers on the campus of the research center.

= Access by operating staff to service nodes of the HPC and cloud systems is exclusively
via the local FZJ network or via VPN access.

= AllHPC and cloud systems are regularly kept up to date with software updates and all
software components used are actively checked for the availability of security-relevant
updates.

* End user access via the command line is additionally restricted by requiring users to
enter the network addresses from which access is granted in the user portal. This makes
login attempts by third parties more difficult in the event of compromised access data.

* The end users of the HPC systems are isolated from each other via POSIX file access
authorizations.

= HPC system computing nodes are made available exclusively to end users.
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2.1.3 Access control (project)/ internal access control (authorizations for accessing and
changing data by users)

The FZ) undertakes to ensure that the employees employed to support the data processing
systems of the FZl are appropriately trained and sensitized and, in accordance with the
minimum principle, access data that can be accessed within the scope of further privileges.

The end users of the J3C's data processing system are informed accordingly about their duties
and sensitized to adhere to the respective access authorization (authorization).

Unauthorized reading, copying, changing or deleting of data within the system is largely
excluded by means of an appropriately implemented authorization concept and needs-based,
minimum access rights.

This is achieved in particular by:

+ |Listing and exporting data iz only possible if you are the owner of the data or have been
explicitly granted access to data by the owner.

* Fundamental minimization of the access rights of individual users through the “least
privilege” principle (e.g. end users are set up exclusively without administrative rights,
there is a strict separation between end user accounts and privileged accounts for
system administration).

* Access toa project data room is managed by the client (Pl and PA) via an access
management portal (JUDCOOR or FURMS) and protected via username/password and
multi-factor authentication.

* Privileged access to storage systems is not possible for the HPC systems and is only
available to a limited group of system administrators.

2.1.4 Checking the insulation

The isolated processing of data collected for different purposes (e.g. multi-client capability,
sandbaoxing) is achieved in particular by:

&« Strict separation of user processes through commaon operating system mechanisms
s Support for containerized workflows
* Support for an izolated cloud environment (e.g. OpenStack)

Isolierte Verarbeitung wird generell unterstatzt, die Verantwortung hierfir liegt jedoch beim
Auftraggeber.

2.1.5 Control of data separation

The JSC has implemented appropriate measures to ensure the separate processing and storage
of data collected for different purposes. This is achieved in particular by:

= LUserjobs on the supercomputers are placed on different compute nodes/environments
managed by the batch scheduler (no node sharing)

= LUsers do not have access to data outside their projects In cloud environments, separate
virtual machines are used on shared hardware.
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2.1.6 Pseudonymization

Forschungszentrum

«Pseudonymization” (Article 4{5) GDPR) means the processing of personal data in such a
manner that the personal data can no longer be attributed to a specific data subject without the
use of additional information, provided that such additional information is kept separately and is
subject to technical and organizational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person. Appropriate technical and
organizational measures should ensure the pseudonymization and encryption of personal data
{Article 32(1)(a) GDPR; Article 25(1) GDPR).

* Perzonal data may only be stored and processed in pseudonymized form, as ensured in
the addendum to the user agreement. The above-mentioned additional information,
which would allow the data to be assigned to a specific person, may not be stored or
processed on JSC systems.

* The transmission, storage and/or processing of the pseudonymized data is subjectto a
positive review of the criticality by the DPT.

* The responsibility for the pseudonymization of the data (and, if necessary, compliance
with further measures such as encryption to comply with the GDPR in accordance with
the criticality) lies with the client. The 1SC does not offer any special services for
pseudonymization.

2.1.7 Encryption

FZJ has taken appropriate technical and organizational measures to ensure a level of security
appropriate to the risk. For example, end users are enabled to store data in isolation from other
users and, if necessary, to store it in encrypted form, in particular when processing personal
data, uging processes to be implemented specifically for this purpose. This includes, among
other things, the encryption of personal data where necessary (Article 32(1)(a) GDPR);

& FZIYISC requires that the confidentiality of personal data is ensured by suitable
encryption in addition to pseudonymization, depending on the degree of criticality of the
data. If the examination by the DPT reveals the need for encryption, personal data may
only be transmitted to and stored at FZJ/JSC in encrypted form. This requirement is set
out in the addendum to the user agreement.

* The decryption of data that must be stored in encrypted form in accordance with the
addendum to the user agreement is only permitted on the computing nodes assigned for
processing at the time of processing.

2.2 Integrity (Article 32(1)(b) GDPR)

2.2.1 Transmission control/data transmission control: Mo unauthorized reading, copying,
meodification or deletion of data during electronic transmission or transport, e.g: Encryption,
virtual private networks (VPN), electronic signature;

This is achieved in particular by:

+ Data transfer services that can only be used with authentication and authorization.

*+ The logging of command line access, e.g. which account is accessing from which IP
address at what time, takes place on the systems. For security reasons, the logs are also
stored on additional servers at the FZJ.

+ The central firewall logs user connection data such as date, source IP address and the
rule that allows or denies this data traffic.
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+ Data transfer services (UFTP and GridFTP) are provided as central services, thus

enabling secure and authenticated transfer of large ameounts of data.

Forschungszentrum

2.2.2 Input control/data input control: Checking whether and by whom personal data is
entered, changed or deleted in a data processing system, e.g. logging, document management:
Logging, document management

This is achieved in particular by:

* The logging of SSH system accesses, e.g. which account is accessing from which IP
address, takes place on the systems themselves

* The central firewall logs user connection data such as date, source |IP address and the
rule that allows or denies this traffic

+ Data transfer services (UFTP and GridFTP) are provided as central services that enable
secure and authenticated transfer

2.2.3 Control based oninstructions

The data transferred by the Client to the Processor may only be processed in accordance with
the Controller's instructions as set out in a Data Processing Agreement (DPA) or the main
contract {if any) and/for additional written instructions (DPT Addendum).

This is achieved in particular by:

+ Pseudonymized personal data will only be processed in accordance with the processing
instructions contained in the data processing agreement concluded with the controller

2.2.4 Availability control: Prevention of accidental or deliberate destruction or loss, e.g: Backup
strategy (onlinefoffline; on-site/off-site), uninterruptible power supply (UPS), virus protection,
firewall, reporting procedures and emergency planning

The processor must ensure the availability of the client’s data and the services and systems
provided in accordance with the service description. This is to be achieved in particular by:

+ A data backup {on site on tape) is available, whereby pseudonymized data should only
be stored on the non-backed-up SCRATCH file system and only for the time in which it
needs to be processed (addendum).

* Project files are backed up.

+ Firewall and intrusion detection systems are used.

* Dperating systems and hypervisors are state of the art and critical security updates are
installed promptly.

* Regular backups with separate, secure storage of backup media.

2.2.5 Availability and resilience, fast recovery (Article 32(1)ic) GDPR). The ability to restore the
availability of and access to personal data in a timely manner in the event of a physical or
technical incident.

This is to be achieved in particular by:

+ Storage systems and management systems are protected against power failures via an
independent power supply.

* Firewall and intrusion detection systems are used.

* Regular backups with separate, secure storage of the storage media

* Redundant connection to the local network and the Internet.
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2.3 Procedures for regular review, assessment and evaluation (Article
32(1)(d) GDPR)

2.3.1 Management der Reaktion auf Zwischenfille

Forschungszentrum

FZ)/JSC has established a documented Incident Response Management (IRM) system. The IRM
reporting procedures are capable of providing information to the controller within a limited
period of time. In the event of data breaches, the controller must be notified immediately, but
within 36 hours at the latest. This is to be achieved in particular through the following measures:

* Active monitoring and logging

* Monitoring by an internal team 24/7

= A security team (FZJ-CERT) is active during business hours
* Problems can be reported at any time via 02461-61-6440

= LUsers are informed on a need-to-know basis so as not to disrupt/interfere with ongoing
security incident investigations.

3.5. Annex 5: CIDETEC GDPR policy

The CIDETEC GDPR document is available at the following link: Privacy policy | Cidetec

3.6. Annex 6: CIDECELL GDPR policy

The CIDECELL GDPR document is available at the following link Privacy policy | Cidecell

3.7. Annex 7: CICe GDPR policy

Please check CIC energiGUNE website: Privacy policy | CIC energiGUNE

3.8. Annex 8: LOMARTOV GDPR policy

Please check LOMARTOV'’s website: https://lomartov.com/privacy-policy/

3.9. Annex 9: CNRS GDPR policy

Please check CNRS website https://www.cnrs.fr/en/cnrs/responsibilities/policy-use-

personal-data
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E-Mobility Europe

Privacy Policy

Last Updated: [29 October 2025]

1. Introduction

E-Mobility (hereinafter also referred to as “we”, “us”, “our”) is committed to protecting the
privacy of our members, partners and website visitors. This policy explains how we collect,
use, and safeguard your personal data.

2. Who We Are

We are an international non-profit trade association representing the European e-mobility
ecosystem. Our registered office is located at Rue Joseph I1 36-38, 1000 Brussels and we are
registered in the CBE under the n® 0418.362.879.

For any privacy-related inquiries, you may contact us at finance(@emobilityeurope.org.
3. What Data We Collect

We may collect various types of Personal Data, either directly from you as a member or
partner or automatically through third-party services. These include:

« Personal identifiers such as name, job title, and organization
» Contact information, including email address, phone number, and postal address
 Membership and transaction records such as membership status and payment
history
« [Event engagement data, including participation details and expressed preferences
* Website usage data, which may be automatically collected and include:
o [P address, domain name and browser type
Operating system and device specifications
URI addresses (Uniform Resource Identifier)
Time and method of requests, server responses, and file sizes
Navigation behavior, including time spent on pages and click paths
Country of origin and other environment-related metrics

0O 0 0 0O

Personal Data may be freely provided by Users, or automatically collected during use of our
Website. Unless explicitly stated as optional, all requested data are considered mandatory and
are essential to providing our services. In cases where it’s specifically stated that some Data
are not mandatory, Users are free not to communicate these Data without consequences to the

E-Mobility Europe 1 www.emobilityeurope.org
Rue Joseph Il 36/38 - 1000 Brussels - Belgium
VAT: BE0418362879
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availability or the functioning of the service. Users unsure about what data is required may
contact us for clarification.

4. Place of processing

The Data are processed at our registered offices and in any other places where the parties
involved in the processing are located.

Data are not transferred outside the EEA, except in accordance with GDPR, namely by
establishing Standard Contractual Clauses that ensure data protection obligations are upheld
by both sender and recipient or to countries that fall under adequacy decisions adopted by the
European Commission. To find out more about the place of processing of such transferred
Data, Users can check the section containing details about how we use Data below.

5. How We Use Data

Personal Data are collected and used for the following purposes:

e Service Provision: to enable and maintain access to our services, features, and
membership functionality

e Legal Compliance and Requests: to fulfil legal obligations including filing and
publication formalities and UBO registration formalities under Belgian law, respond to
enforcement requests, and cooperate with authorities where required

e Rights and Interest Protection: to defend or protect our rights and interests, or those of
Users or third parties, including cases of disputes and security threats

e Fraud Detection and Security Monitoring: to detect malicious or fraudulent activity and
maintain the integrity of our systems

e Website Analytics: to analyse traffic and usage patterns for site optimization using
services such as:

o Google Analytics (Ireland): tracks user behaviour and may personalize
advertising across Google’s network

e Content Display from External Platforms: to visually enhance our site using third-party
content and tools such as:

o Google Fonts, Font Awesome, YouTube Widgets (United States): may collect
usage and tracker data even if not actively used.

¢ Social Media Integration: to allow interaction with external social networks like:

o LinkedIn Social Widgets and Twitter Buttons (United States), subject to your
privacy settings on those platforms.

e Legal purposes: the User’s Personal Data may be used for legal purposes by the Owner
in court or in the stages leading to possible legal action arising from improper use of
the Website or the related Services. The Owner may be required to reveal personal data
upon request of public authorities.

e System logs and maintenance: for operation and maintenance purposes, our Website
and any third-party services may collect files that record interaction with our Website
(System logs) or use other Personal Data (such as the IP Address) for this purpose.

E-Mobility Europe www.emobilityeurope.org

Rue Joseph Il 36/38 - 1000 Brussels - Belgium
VAT: BE0418362879
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6. Legal Basis for Processing

We process personal data based on one or more of the following legal grounds:

« Consent: Users have provided their explicit consent for one or more specific
purposes.

« Contractual necessity: provision of data is necessary for the performance of an
agreement with the User (e.g. membership agreements) or to take steps at the Users’
request before entering into such an agreement.

¢ Legal obligations: processing is necessary to comply with a legal requirement to
which the Owner is subject.

« Public interest or official authority: processing is carried out in the public interest
or in the exercise of official authority vested in the Owner.

e Legitimate interests: processing is required for purposes related to our legitimate
interests or those of a third party such as member relationship management, industry
representation and advocacy and direct marketing to members.

If Users are uncertain about the specific legal basis that applies to their personal data, including
whether the provision of data is a statutory or a contractual requirement, they are welcome to
contact us for clarification.

7. Data Sharing

In addition to the Owner, in some cases, the Data may be accessible to designated personnel,
involved with our operations such as administration, sales, marketing, legal, system
administration or external parties appointed, if necessary, as Data Processors by us, such as
third-party technical service providers, mail carriers, hosting providers, IT companies.

Users may request a current list of these parties at any time.
8. Data Retention

Personal data is retained only as long as necessary to fulfil the purposes for which it was
collected, in accordance with legal, regulatory, and accounting requirements. Specific retention
periods depend on the legal basis for processing:

e Contractual necessity: data collected to fulfil an agreement with the User will be
retained until that agreement has been fully performed.

e Legitimate interests: data collected for the Owner’s legitimate interests will be stored
as long as needed to fulfil those purposes. Users may find specific information
regarding the legitimate interests pursued by the Owner within the relevant sections of
this document or by contacting the Owner.

e User consent: where Users have provided consent for extended retention, data may be
stored until such consent is withdrawn.

e Legal obligation or authority order: data may be retained longer if required by law or
upon order of an authority.

E-Mobility Europe

Rue Joseph Il 36/38 - 1000 Brussels - Belgium
VAT: BEO418362879

www.emobilityeurope.org
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After the applicable period expires, Personal Data will be securely deleted. Therefore, the right

of access, the right to erasure, the right to rectification and the right to data portability cannot
be enforced after expiration of the retention period.

For more information about applicable retention periods or specific legal bases, Users are
welcome to contact us.

9. Users’ Rights

As a User, you are entitled to exercise a number of rights concerning your Personal Data, in
accordance with the General Data Protection regulation (GDPR), to the extent permitted by
law. These include:

« Right to Access: Users have the right to learn if Data is being processed by the Owner,
gain insight into how it is used and receive a copy of your Personal Data.

« Right to Rectification: Users have the right to verify the accuracy of their Personal
Data and request corrections or updates where necessary.

¢ Right to Erasure: Users may request that their Personal Data be deleted.

« Right to Restriction of Processing: Users have the right to restrict the processing of
their Data, in which case it will only be stored and not otherwise processed.

e Right to Data Portability: Users have the right to receive their Personal Data in a
structured, commonly used, and machine readable format and, if technically feasible,
have it transmitted it to another controller without any hindrance.

« Right to Object: Users have the right to object to the processing of their Personal Data
if the processing is carried out on a legal basis other than consent. Where Personal Data
is processed for a public interest, in the exercise of an official authority vested in the
Owner or for the purposes of the legitimate interests pursued by the Owner, Users may
object to such processing by providing a ground related to their particular situation to
justify the objection. If their Personal Data is being processed for direct marketing
purposes, Users may object to that processing at any time, free of charge and without
providing any justification. The Personal Data will then no longer be processed for such
purposes. To learn whether the Owner is processing Personal Data for direct marketing
purposes, Users may refer to the relevant sections of this document.

« Right to Withdraw Consent: Users may withdraw previously given consent for
processing their Personal Data at any time.

« Right to Lodge a Complaint: Users have the right to file a complaint with their
competent data protection authority.

To exercise any of these rights, please contact us at finance(@emoblityeurope.org. Such

requests are free of charge and will be answered as early as possible and always within one
month, providing Users with the information required by law. Where applicable, we will also
inform relevant third parties of any corrections, erasures, or rectifications, unless doing so
proves impossible or requires disproportionate effort. Upon request, we will gladly share
information about these recipients.

E-Mobility Europe

Rue Joseph Il 36/38 - 1000 Brussels - Belgium
VAT: BED418362879
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10. Security

The Owner takes appropriate security measures in line with market standards to prevent
unauthorized access, disclosure, modification or unauthorized destruction of the Data.

Users are entitled to learn about the security measures taken by the Owner to safeguard their
Data.

11. Cookies and Cookie Policy

Cookies are information placed on your browser when you visit a website or use a social
network with your PC, Smartphone or tablet. Each cookie contains various data such as, for
example, the name of the server from which it comes, a numeric identifier, etc.
Cookies can remain in the system for the duration of a session (that is, until you close the
browser used for web browsing) or for long periods and may contain a unique identifier.
Some of our web pages use cookies. Cookies do not harm your computer and do not contain
any viruses. Cookies help make our website more user-friendly, efficient, and secure.
Most of the cookies we use are so-called “session cookies”. They are automatically deleted
after your visit. Other cookies (i.e. persistent cookies) remain in your device’s memory until
you delete them. These cookies make it possible to recognize your browser when you next visit
the site.
The following list gives an overview of the types of cookies that we use:
e Functional cookies: these are strictly necessary and are essential for the operation of
our website. Therefore, these do not require your consent.
e Preference cookies: these allow the website to remember choices you make (e.g.
language settings).
e Analytical cookies: these provide insight into how visitors interact with the website by
anonymously collecting information.
e Marketing cookies: these track user behavior across websites to display relevant
advertisements personalized to the visitors' interests and needs
You can configure your browser to inform you about the use of cookies so that you can decide
on a case-by-case basis whether to accept or reject a cookie. Alternatively, your browser can
be configured to automatically accept cookies under certain conditions or to always reject them,
or to automatically delete cookies when closing your browser. Disabling cookies may limit the
functionality of our website.
Cookies which are necessary to allow electronic communications or to provide certain
functions you wish to use are stored pursuant to Art. 6 paragraph 1, letter f of GDPR. The
website operator has a legitimate interest in the storage of cookies to ensure an optimized
service provided free of technical errors.

E-Mobility Europe
Rue Joseph Il 36/38 - 1000 Brussels - Belgium
VAT: BEO418362879
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12. Changes to This Policy

The Owner reserves the right to change or update this privacy policy at any time. Any changes
will be communicated either via direct communication or by posting the updated policy on our
website and, when technically and legally feasible, via notifications sent through available
contact channels. We encourage Users to review our website regularly and to note the date of
the latest revision listed above.

If changes involve processing activities based on User consent, the Owner will seek renewed
consent where legally required.

13. Definitions and Legal References

e Data Subject: The natural person to whom the Personal Data refers.

e Data Processor (or Processor): The natural or legal person, public authority, agency
or other body which processes Personal Data on behalf of the Data Controller, as
described in this privacy policy.

e Data Controller (or Owner): The natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purposes and means of
the processing of Personal Data, including the security measures concerning the
operation and use of our website. The Data Controller/Owner, unless otherwise
specified, refers to E-Mobility aisbl.

s EEA: refers to all member states of the European Union (EU), plus three of the four
European Free Trade Association (EFTA) countries, namely: Iceland, Liechtenstein,
and Norway

¢ European Union (or EU): Unless otherwise specified, all references made within this
document to the European Union include all current member states to the European
Union and the European Economic Area.

e Personal Data (or Data): Any information that directly, indirectly, or in connection
with other information — including a personal identification number — allows for the
identification or identifiability of a natural person.

e Service: The service provided by us.

e Usage Data: Information collected automatically through our website (or third-party
services employed in our website), which can include: the IP addresses or domain
names of the computers utilized by the Users who use our website, the URI addresses
(Uniform Resource Identifier), the time of the request, the method utilized to submit
the request to the server, the size of the file received in response, the numerical code
indicating the status of the server’s answer (successful outcome, error, etc.), the country
of origin, the features of the browser and the operating system utilized by the User, the
various time details per visit (e.g., the time spent on each page within the Application)
and the details about the path followed within the Application with special reference to
the sequence of pages visited, and other parameters about the device operating system
and/or the User’s IT environment.

e User: The individual using our services and/or website who, unless otherwise specified,
coincides with the Data Subject.

E-Mobility Europe www.emobilityeurope.org
Rue Joseph Il 36/38 - 1000 Brussels - Belgium
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3.11. Annex 11: P4F GDPR policy

Please check Fincantieri website Fincantieri | Policies

3.12. Annex 12: FCSI GDPR policy

Please check Fincantieri website Fincantieri | Policies

3.13. Annex 13: SEPC GDPR policy
3.13.1. Heading 3

Heading 4
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